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Ø K agents, each…
Ø …interacts with MDP                                   homogeneous local environments
Ø …maintains        with local parameters 
Ø… aims to find 

M := {S,A,P,R, γ, ρ} →

πθ(i) θ
(i)

∈ R
d

argmaxθ(i)∈Rd J(θ(i)) := Eτ∼p(·|θ(i))

[

∑H−1
t=0 γtR(st, at) | M

]
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Ø communication:
Ø synchronous, round-based
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Ø up to    -fraction of agents may be Byzantine where  
Ø set of Byzantines may change each round (no use of remembering past) 

ØByzantine agents may…

Ø …send arbitrary messages, modelling e.g. communication failure, malicious behavior, …
Ø …collude (full information of algorithm, who is Byz., etc.)

α α < 1/4
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Ø no trusted server/coordinator among agents!

Problem Setting



Related Work & Contribution



Outline

1) Motivation

2) Setting & Related Work

3) Warm-up: Centralized Method

4) Decentralized Method

5) Convergence Result

6) Simulations

7) Future Work



Outline

1) Motivation

2) Setting & Related Work

3) Warm-up: Centralized Method

4) Decentralized Method

5) Convergence Result

6) Simulations

7) Future Work



Centralized Federated PG



Centralized Federated PG

∇̂V (
π
(1) )

∇̂V (π(2))

∇̂
V (π (3))

1
3

∑3
i=1 ∇̂V (π(i))



Centralized Byz.-tolerant Federated PG



Robust Aggregation

Ø



Robust Aggregation

Ø



Robust Aggregation

Ø



Robust Aggregation

Ø shown to hold when             for certain median-like operations (see [GHRR23])α < 1/2
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Decentralized Byz.-tolerant PG (Idea)

Ø Problem: Byzantine agent can make       ‘s diverge by sending inconsistent gradients!
Ø Solution: Byzantine-tolerant agreement mechanism

θ
(k)
t+1
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Byzantine-tolerant Agreement

Ø



Byzantine-tolerant Agreement

Ø shown to hold when             for repeatedly taking averages over ”nearest neighbors”              
.(see [EMFG+21])

α < 1/4
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Future Work

Ø can we tolerate more than ¼-fraction of Byz. agents?

Ø can message complexity of          be reduced?
Ø heterogeneous environments (effect on fault-tolerance & convergence)

Ø additional (differential) privacy guarantees attainable by adding noise to messages?

O(K2)
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Paper:

Code:    https://github.com/philip-jordan/decentralized-byzantine-RL

Come by our poster!

https://github.com/philip-jordan/decentralized-byzantine-RL
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Simulations (fault-tolerance, CartPole)


