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» K agents, each...
> ...interacts with MDP M :={S,A,P,R,v,p} — homogeneous local environments

> ...maintains Ty with local parameters 6 ¢ R?
> ... aims to find arg maxy cga J(00) := Ep(1oo) [Zfigl VR8¢, as) | /\/l}
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> up to «a-fraction of agents may be Byzantine where o < 1/4

> set of Byzantines may change each round (no use of remembering past)

»Byzantine agents may...

» ...send arbitrary messages, modelling e.g. communication failure, malicious behavior, ...

> ...collude (full information of algorithm, who is Byz., etc.)
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» no trusted server/coordinator among agents!



Related Work & Contribution

centralized decentralized

FEDPG MDPGT

non-fault-tolerant [FMD*21] [JLT+22]

FEDPG-BR DEeEcByYz-PG

fault-tolerant [FMD*21] this work
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Robust Aggregation

Definition

Aggregate is an (C,,, a)-robust aggregator if for ...
any inputs (O(k))ke[K],

any H C [K] with |H| > (1 — @)K,

f = Aggregate(e(l) .,0(K)), and

o
o
o
° 0 := ;1< il 19(")

E (1 -] < et > 60— 60P]

» shown to hold when a < 1/2 for certain median-like operations (see [GHRR23])
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Decentralized Byz.-tolerant PG (ldea)

Algorithm DEcCBYZz-PG at k-th agent

QCE 1: initialize 85 « 6
2: fort=0to T —1do
3: ( ) « estimate of VJ (O(k))

/ " ( ) Aggregate ({{ 7 ,)}}:,_1)
o ;. 5&)1 Q(k) + L () —
. 6. 9§+)1 < Agree ({{é(tﬁ }}ll::l)

. . (k)
7: output: 63

» Problem: Byzantine agent can make 9t+1 s diverge by sending inconsistent gradients!
» Solution: Byzantine-tolerant agreement mechanism
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Byzantine-tolerant Agreement

Definition
Agree is a (C,z, a)-averaging agreement if after k rounds of communication, for . ..
@ any inputs (H(k))kE[K],
@ honest agents H C [K] with [H| > (1 — a)K,
o A(K) .= Agree(d, ... 0(K)) at k € [K], and
Q

6= & Yk 6,

A A : (N — (N
max 160) — 91| < MaXi,le# !z i (bounded diameter)
INIS

10 — 8] < Cave - max [[6¢) — 60| (bounded shift)
INIS

» shown to hold when o < 1/4 for repeatedly taking averages over "nearest neighbors”
(see [EMFGT21])
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Technical Insight / Intuition

E [diameter of ét(i)l’s} <O(K?)-E {pw. distance of égi)l’s}

E {diameter of “most” of égi)l’s} <O(1)-E {pw. distance of ét(i)l’s}

0

»  gradient estimation
————— > agreement
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Convergence Result

e K-agent a-tolerant c-approximate solution:
For Gr C [K] honest agents at round T, we want Yk € G, IE[||VJ(0(75))||2] < €2 where

G(Tk) is agent k's output.

Theorem

For suitably chosen n, k, N, B, p, the expected sample complexity for DECBYZPG to achieve
a K-agent a-tolerant e-approximate solution is

032 gl/2 o172 1
e et b Ke4 v K1/2¢3 +K_e3 '

e Case a=0: O (K~ 1e73)
o Casea=0(K™): O(K™32e*+ K1)

o in comparison, best decentralized non-Byz.-tolerant: O (K~1e3)



Outline

5) Convergence Result



Outline

6) Simulations



Simulations (speed-up)

CartPole LunarLander
100
500 A —
50 -
N
WAL
400 A 0 1
_50 -
300 A
—100 -~
200 A —150 -
M |~
100 A
/-// _250 — J
0 1 1 1 | 1 _300 | | 1 1 1
0 2000 4000 6000 8000 0 2000 4000 6000 8000

—— PAGE-PG (K=1) DecByz-PG (K=5) —— DecByz-PG (K=13)



Simulations (speed-up)

CartPole LunarLander
100
500 -
50 -
400 - 01
_50 .
300 -
—100 A
200 A —150 A
—200 A
100 A
—250 -
.
O 1 1 1 1 I _300 1 1 1 1 1
0 2000 4000 6000 8000 0 2000 4000 6000 8000

—— PAGE-PG (K=1) —— DecByz-PG (K=5) —— DecByz-PG (K=13)



Simulations (fault-tolerance, LunarLander)
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Future Work

» can we tolerate more than Y-fraction of Byz. agents?
> can message complexity of O(K?) be reduced?
> heterogeneous environments (effect on fault-tolerance & convergence)

> additional (differential) privacy guarantees attainable by adding noise to messages?
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Decentralized Algorithm

Algorithm 2 DecByYzPG at the k-th agent

1: input: Oy € Rd, large batch size N, small batch size B, step size n, probability p € (0, 1]
2: initialize ) = 6,
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Algorithm 2 DecByYzPG at the k-th agent

1: input: Oy € Rd, large batch size N, small batch size B, step size n, probability p € (0, 1]
2: initialize ) = 6,

3: fort=0toT —1do

4: ¢; < Common-Sample (Be (p))

N if¢=10rt=0
B else

o

sample trajectories {rt(,’l?)}?il from p(- | Ht(k)) where M = {

—(k) lev1 g(T(k) | H(k)) ifc;=1ort=0
v T (k)
138,96 105+ 10® — %) - 158,44 ) 16 else

7: vlgk) «— Aggregate ((ﬁf ,))f,zl)

k k k
s 80 2o 4 pe®
k/
o 6] — Agree, ((T1)K_)

10: output: H;k) with T ~ Common-Sample (U ([T]))




Simulations (fault-tolerance, CartPole)
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